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DEFENSE  SCIENCE 
BOARD 


OFFICE  OF  THE  SECRETARY  OF  DEFENSE 

3140  DEFENSE  PENTAGON 
WASHINGTON,  DC  20301-3140 


dec  2000 


MEMORANDUM  FOR  UNDER  SECRETARY  OF  DEFENSE  (ACQUISITION, 

TECHNOLOGY  &  LOGISTICS) 

SUBJECT:  Final  Report  of  the  Defense  Science  Board  (DSB)  Task  Force  on  the  RF  Frequency 
Spectrum 


I  am  pleased  to  forward  the  final  report  of  the  DSB  Task  Force  on  DoD  Frequency 
Spectrum  IssL.  This  effort,  chaired  by  Mr.  William  G.  Howard,  was  formed  to  delermme 

interests  in  and  access  to  the  RF  frequency  spectrum  and  tts  tmpact  on  mhta^ 
readfness^in  the  21®  century.  The  final  report  represents  the  collective  view  of  the  Task  Force 

members  on  this  important  topic. 

In  summary,  the  Task  Force  members  firmly  believe  that  increasing  competition  for  RF 
frequency  spectrum  and  the  complexities  of  the  current  process  for  international  frequency 
allocations  threaten  U.S.  military  readiness.  Therefore,  the  Task  Force  recommends  that 
Department  push  for  a  national  level  spectrum  policy  and  that  it  adapt  its  own  spectrum  policy, 
strategy,  tactics  and  organization  to  meet  this  challenge. 

I  endorse  all  the  Task  Force  recommendations  and  propose  you  review  the  Task  Force 
Chairman’s  letter  and  report.  . 


Dr.  Craig  1.  Fields 
DSB  Chairman 


DEFENSE  SCIENCE 

board 


OFFICE  OF  THE  SECRETARY  OF  DEFENSE 

3140  DEFENSE  PENTAGON 
WASHINGTON.  DC  20301-3140 


28  NO'/  200II 


Dr.  Craig  I.  Fields 
Chairman  DSB,  OUSD(AT&L) 

3140  Defense  Pentagon,  Room  3D865 
Washington,  D.C.  20301-3140 


Dear  Dr.  Fields; 

Attached  is  Coping  with  Change:  Managing  RF  Spectrum  to  Meet  the  report  of  the 

Defense  Science  Board  Task  Force  on  RF  Spectrum.  The  Terms  of  Reference  for  this  study 
requested  the  Task  Force  to  assess  the  adequacy  of  the  Department  of  Defense  s  vision  and 
strategy  for  frequency  spectrum,  to  determine  the  adequacy  of  the  Department  s  forecasted 
spectrum  requirements  for  JV201 0  and  its  processes  for  spectrum  management.  Further,  the 
Terms  of  Reference  specified  that  the  Task  Force  determine  the  impacts  of  national  policy  / 
statutory  requirements  on  DoD  spectrum. 

Using  the  Terms  of  Reference  as  a  guide,  the  Task  Force  conducted  a  broad-sweeping  study  of 
spectrum  management  within  DoD  and  of  external  pressures  that  bear  on  the  Department  s 
ability  to  gain  access  to  RF  spectrum  needed  to  carry  out  its  missions,  both  in  the  US  and  abroad. 
Spectrum  managers,  defense  spectrum  users,  and  equiptnent  (kvelopers  a  fosse  ®  ^ 

Force  as  did  representatives  of  the  Federal  Communications  Commission,  the  State  Department, 
the  National  Telecommunications  and  Information  Administration  (Department  of  Commerce), 
commercial  spectrum  managers  and  the  National  Security  Council. 

The  Task  Force  was  impressed  with  the  impact  of  spectrum  considerations  on  the  operational 
effectiveness  of  US  forces,  as  demonstrated  most  recently  in  Kosovo. 

The  United  Stales  lacks  a  national  spectrum  policy  /  strategy.  The  multiplicity  of  organizations 
charged  by  the  Communications  Act  of  1934,  with  spectrum  management  responsibilities  m  the 
US  each  have  different  goals,  objectives  and  constituencies.  There  is  no  effective  mechanism  to 
resolve  conflicts,  such  as  those  that  arise  from  pressures  for  spectrum  for  burgeoning  civilian 
wireless  services  and  military  necessity.  US  delegations’  ability  to  negotiate  at  international 
spectrum  allocation  meetings  is  hampered  by  lack  of  consistent  attention  to  Internationa  ^ 
spectrum  matters.  DoD  must  push  for  a  single,  national  authority  to  rationalize  the  nation  s 
approach  to  allocating  the  limited  spectrum  resource. 

The  Task  Force  concludes  that  the  DoD’s  spectrum  management  policies  are  out  of  step  with 
changes  underway  in  spectrum  use.  These  changes,  driven  by  modern  communications  system 
concepts  and  new  RF  hardware  and  software  developments,  are  rendering  the  time-honored 


concept  of  “allocation  ownership”  obsolete.  The  Task  Force  concludes  that  the  Department  of 
Defense  must  develop  capabilities-based  spectrum  policy  and  strategies  and  must  organize  to 
manage  spectrums  based  on  identified  and  forecasted  requirements  rather  than  simply  defending 
existing  Defense  spectrum  allocations.  The  current  defensive  nature  of  DoD’s  spectrum  policy 
and  its  reluctance  to  consider  alternative  spectrum  concepts,  including  sharing  with  non  defense 
users,  leaves  the  military  vulnerable  to  losing  mission-critical  spectrum  access. 

DoD’s  qualification  procedures  for  new  and  upgraded  equipment,  although  covered  in  existing 
acquisition  regulations,  are  inadequate  to  assure  usability  of  new  systems  abroad  and  in  the 
United  States  and  do  not  protect  against  RF  energy  hazards.  This  shortcoming  seriously 
complicates  the  spectrum  considerations  accompanying  US  forces’  deployment  abroad.  DoD 
must  rigorously  enforce  its  qualification  requirements  and  inject  spectrum  considerations  at 
every  step  in  system  development. 

New  system,  hardware  and  software  technology  makes  possible  radio,  radar,  sensor  and  other 
concepts  unimaginable  even  ten  years  ago.  Since  many  of  these  concepts  have  unique  military 
applications,  DoD  must  conduct  research  and  development  into  new  spectrum  concepts  to  assure 
that  their  use  results  in  reliable,  secure  communications  and  sensing. 

Finally,  DoD  has  specialized  needs  that  must  be  attended  to  in  spectrum  allocation  and  use  at 
test,  evaluation  and  training  facilities  and  in  assuring  adequate  expertise  to  manage  spectrums 
within  the  Department  and  the  Services. 

Each  of  the  above  issues  is  treated  in  detail  in  the  attached  report,  with  represents  the  unanimous 
position  of  the  Task  Force. 

I  would  like  to  express  my  sincerest  appreciation  to  the  Task  Force  members  and  to  the 
government  advisors  for  their  spectrum  management  knowledge  and  insight.  Without  their  hard 
work,  dedication  and  enthusiasm,  this  report  would  not  have  been  possible.  1  would  also  like  to 
thank  all  the  breeders  who  took  time  to  prepare  and  deliver  their  views  to  the  Task  Force. 

All  of  us  on  the  task  Force  hope  that  our  study’s  sponsors  will  find  the  information  contained  in 
this  report  useful  and  that  the  specific  recommendations  we  made  actionable. 


Sincerely,  ^ 


William  G.  Howard,  Jr. 

Chair,  DSB  Task  Force  on 
DoD  Frequency  Spectrum  Issues 
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Foreword 


Imagine  trying  to  win  an  overseas  air  war  where  target  intelligence  can  be  gathered  only  part  of 
the  day,  where  aerial  refueling  is  hampered  by  inability  to  fly  in  close  formation  under  prevailing 
weather  conditions,  and  where  many  newly  developed  radio  systems  for  air,  sea,  and  land  forces 
don’t  work  the  way  they  did  back  in  the  U.S.  Sound  unlikely?  It  isn’t  -  these  constraints  limited 
the  U.S.  forces’  ability  to  operate  to  maximum  efficiency  during  the  Kosovo  campaign.  These 
restrictions  on  U.S.  military  equipment  did  not  arise  from  sabotage,  maintenance  failures,  or 
enemy  countermeasures  -  they  resulted  from  the  Department  of  Defense  (DoD)  acquisition 
system’s  failure  to  insist  on  qualifying  spectrum  allocations  for  new  systems  that  depend  on 
access  to  the  radio  frequency  spectrum.  Without  such  qualification,  systems  that  function  well  in 
the  U.S.  may  not  be  usable  abroad.  Unless  new  systems’  use  of  radio  frequencies  is  qualified, 
they  may  interfere  with  other  military  users  or  with  critical  civilian  users  of  the  radio  spectrum, 
even  at  home. 


Imagine  the  commander  of  an  Airborne  Warning  and  Control  System  (AW ACS)  aircra.ft 
operating  over  the  Gulf  of  Mexico  being  brought  before  the  FCC  on  charges  that  his  radio 
signals  interfered  with  reception  of  the  Super  Bowl  game  in  Miami. 

Imagine  U.S.  service  men  and  women  denied  use  of  their  Commercial  Off  The  Shelf  (COTS)- 
sourced  radios  because  they  interfere  with  civilian  users  who  have  higher  priority  for  spectrum 
access. 


Finally,  imagine  a  future  in  which  computer-controlled  radios,  capable  of  operating  flexibly 
across  a  wide  range  of  spectrum  from  2MHz  to  2GHz,  with  user-defined  modulation  waveforms, 
are  restricted  to  fixed  channel  operation  (in  the  same  manner  as  older,  hardware-defined  radios) 
because  of  the  failure  to  develop  spectrum  assignment  techniques  consistent  with  new  radio 
technologies. 

In  the  United  States,  some  military  equipment  designed  to  operate  in  the  UHF  band  can  no 
longer  be  used  because  its  spectrum  was  auctioned  off  to  raise  funds  to  reduce  the  national 
budget  deficit  and  promote  the  growth  of  the  digital  cellular  telephone  industry. 

All  of  these  instances  involve  spectrum  policy  and  management,  the  work  of  ensuring  access  to 
radio  frequency  spectrum  need  by  U.S.  forces,  wherever  they  operate.  It  is  a  complicated, 
exacting  process  to  ensure  that  military  communications,  radar,  geo-positioning,  and  intelligence 
systems  operate  effectively. 

Coping  with  Change  examines  management  of  the  radio  frequency  spectrum  as  it  applies  to 
DoD.  The  study  examines  international,  national  and  Departmental  facets  of  the  spectrum 
management  process;  DoD’s  spectrum  management  organization  and  special  issues  related  to 
system  qualification;  new  spectrum  technologies;  test,  evaluation,  and  training;  and  skilled 
spectrum  management  personnel.  The  study  Task  Force  concludes  that  spectrum  practices  that 
have  served  the  nation  and  the  Department  well  over  the  last  66  years  must  be  updated  to  handle 
the  needs  of  increased  Operational  Tempo  (OPTEMPO),  frequency-agile  radios,  and  digital  and 
spread-spectrum  signals.  DoD  must  be  better  prepared  than  it  is  to  manage  in  the  context  of 
future,  new  technology  systems. 


DoD  Spectrum  Management  -  An  Overview 


Frequency  spectrum  is  an  essentia]  enabling  resource  for  modem  military  operations.  Wireless 
communications,  radar,  EW,  and  intelligence  systems  all  depend  on  access  to  this  limited 
resource.  Until  recently,  DoD  has  had  little  difficulty  meeting  its  spectrum  needs;  however,  its 
ability  is  lessening  as  competing  military  and  commercial  demands  for  spectrum  access  grow 
rapidly.  DoD’s  mastery  at  managing  its  spectmm,  both  within  the  Department  and  at  national 
and  international  levels,  is  weakening  due  to  changes  in  geopolitics,  the  perceived  reduced 
primacy  of  defense  needs,  and  increasing  pressure  for  spectrum  access  by  economically 
important  new  Radio  Frequency  (RF)  systems. 

The  Communications  Act  of  1934  established  the  framework  for  dealing  with  spectmm 
allocation  in  the  United  States;  it  has  changed  little  since.  Yet  new  digital  and  RF  technologies 
have  made  possible  system  concepts  unimaginable  even  20  years  ago.  Demands  for  spectmm 
reassignments  are  arising,  driven  by  new  communications  applications,  economic  forces,  and 
political  pressures.  Additionally,  international  spectmm  allocations,  essential  considerations  in 
Outside  of  the  continental  U.S.  (OCONUS)  deployment  of  U.S.  forces,  differ  substantially  from 
U.S.  assignments.  These  important  changes  are  not  well  understood  by  DoD’s  leadership. 
Further,  lack  of  an  overall  national  spectmm  policy  mechanism  imperils  consistent  management 
of  this  critical  commodity  and  the  U.S.  position  in  international  spectmm  governing  bodies.  Bad 
allocation  choices  can  be  difficult,  if  not  impossible,  to  reverse. 

In  its  study,  the  Defense  Science  Board  Task  Force  on  Spectmm  Management  addressed  the 
rapidly  changing  spectmm  environment,  taking  into  account  national,  international,  technical, 
and  economic  considerations.  The  Task  Force  concentrated  on  the  following  areas: 


The  Notion  of  Spectrum 

Advancements  in  technology  and  practice  are  changing  the  notion  of  “spectmm.”  What  in  1934 
was  a  static,  one-dimensional  property  is  becoming  a  dynamic,  multifaceted  commodity.  The 
original  framework  is  based  on  the  idea  of  “ownership”  of  spectmm  assets  for  an  assigned 
purpose.  The  recent  onset  of  software -programmable  radios  and  radars,  spread-spectmm 
waveforms,  digital  signals,  spectmm-sharing  technology  and  dynamically  allocated  frequency 
assignments  challenges  the  established  spectmm  management  framework.  Multiple  users  now 
share  common  spectmm,  separated  by  frequency,  location,  time  and  waveform  under  the  control 
of  supervisory  systems.  Such  changes  are  occurring  in  both  military  and  commercial  domains. 
The  notion  of  spectmm  “ownership”  is  shifting  in  response  to  the  rise  of  systems  that  manage 
bands  of  frequencies  for  multiple,  dispersed,  diverse  users. 

DoD  must  adapt  to  new  spectrum  notions.  It  must  plan,  assign,  and  use  spectmm  consistent  with 
characteristics  of  future  systems.  This  demands  a  defense  policy  for  ensuring  access  to  spectmm 
resources  needed  to  accomplish  DoD  objectives,  taking  into  account  the  possibility  that  some 
systems  may  not  be  operated  strictly  as  military  systems.  Further,  the  change  in  spectmm  notion 


requires  development  of  a  management  framework  that  incorporates  new  considerations  into 
spectrum  decisions. 


The  International  Spectrum  Environment 

The  international  spectrum  environment  is  complex  and  getting  more  so.  Spectrum  management 
is  a  sovereign  right  of  nations.  Allocations  abroad  do  not  match  those  in  effect  in  the  United 
States.  The  Cold  War  hegemony  that  governed  international  military  allocations  for  40  years  is 
gone.  Developing  nations  are  building  wireless  communications  capabilities  to  supplement 
meager  native  wired  communications  networks  and  developed  countries  have  discovered  the 
economic  benefits  of  ubiquitous  wireless  communications;  the  RF  spectrum  is  getting  crowded 
everywhere.  The  operational  tempo  (OPTEMPO)  of  U.S.  forces  in  future  OCONUS 
deployments  leaves  little  time  for  international  spectrum  coordination. 


The  U.S.  has  only  a  single  vote  in  the  International  Telecommunications  Union  (ITU)  and  the 
World  Radiocommunication  Conference  (WRC)  that,  by  treaty,  governs  international  spectrum 
allocations.  In  order  to  prevail,  the  United  States  must  conduct  detailed  bilateral  negotiations 
with  other  nations  to  gamer  their  support  of  U.S.  positions.  Despite  the  complexity  of  these 
negotiations,  the  position  of  chief  of  the  U.S.  delegation  at  the  World  Radio  Conference  is  an  ad 
hoc  appointment,  changing  with  each  new  WRC  meeting. 


U.S.  National  Spectrum  Policy 

The  United  States  is  unique  in  the  world  in  that  it  lacks  a  mechanism  to  formulate  a  national 
spectrum  policy  that  balances  traditional  national  security  and  new  commercial  uses  of  frequency 
spectrum.  The  national  security  argument  no  longer  suffices  to  mandate  allocations  to  meet  DoD 
needs  at  the  national  level;  national  and  global  conununications  spectrum  needs  are  expected  to 
grow  by  several  times  over  the  next  decade.  Our  current  national  governance  structure, 
consisting  of  the  Department  of  Commerce’s  NTIA  (charged  with  government  allocations),  the 
Congressionally  established,  independent  FCC  (administering  non-government  uses),  and  the 
State  Department  (responsible  for  international  spectrum  allocation  negotiations)  cannot  consider 
all  demands  for  spectrum  and  determine  which  allocations  are  in  the  best  overall  national 
interest. 


DoD  must  promote  a  mechanism  within  the  U.S.  government  that  can  develop  and 
administer  a  national  spectrum  policy  that  comprehends  the  full  scope  of  U.S.  spectrum 
needs  in  the  domestic  and  international  contexts.  DoD  should,  within  the  Administration 
and  with  allied  organizations  in  both  the  military  and  commercial  worlds  (e.g.,  AFCEA, 
EIA),  work  for  the  reestablishment  of  a  White  House-level  Office  of  Information 
Resources  Policy,  modeled  on  the  former  Office  of  Telecommunications  Policy,  to 
develop  a  national  spectrum  policy  covering  both  government  and  commercial  users. 
The  head  of  this  office  should  also  be  the  head  of  the  WRC  delegation,  much  as  the 
Special  Trade  Representative  is  in  the  United  States  Trade  Representative  (USTR),  to 
provide  consistent  leadership  to  the  United  State’s  negotiations  within  the  ITU  and  WRC. 


Defense  Spectrum  Policy,  Strategy,  and  Tactics 

DoD’s  spectrum  policy  lacks  flexibility  in  that  it  is  focused  on  defending  existing 
Defense  allocations  against  non-DoD  incursions.  Both  national  and  international 
demands  for  spectrum  for  commercial  uses  are  strong  and  getting  stronger.  While  no 
single  U.S.  commercial  organization  seeks  to  undermine  access  of  U.S.  forces  to  wireless 
communications  and  other  spectrum-enabled  capabilities,  the  impact  of  conceding  to 
aggregate  commercial  demands  for  current  DoD  spectrum  would  seriously  impair  the 
national  defense.  National  security  is  no  longer  the  trump  card  in  spectrum  allocation 
negotiations;  commercial  users  are  insistent  on  spectrum  they  need  to  field  new 
communications  products.  DoD  may  eventually  have  to  open  part  of  its  current  spectrum 
to  nonmilitary  users.  The  Department  must  develop  a  spectrum  policy  that  rigorously 
defends  spectrum  needed  for  unique  physics  reasons  (such  as  propagation  or  foliage 
penetration),  justifies  spectrum  needed  for  military  operations,  and  anticipates  spectrum 
sharing  to  achieve  the  best  use  of  spectrum  to  meet  both  commercial  and  military  needs. 
(DoD  already  uses  private  sector  spectrum  as  a  purchaser  of  commercial  satcom  and 
cellular  services.)  DoD  can  either  get  ahead  of  this  problem  or  become  the  victim  of  it. 

DoD  must  examine  its  spectrum  policy  in  light  of  other,  compelling  demands  for 
spectrum  access  to  develop  a  more  flexible  approach.  A  complete  assessment  of  current 
and  future  DoD  spectrum  needs  must  drive  this  examination  and  assessment  of  the  costs 
associated  with  reallocation  of  DoD  users.  The  policy  should  seek  sensible  ways  of 
sharing  spectrum  with  non-DoD  users. 


DoD’s  Spectrum  Management  Organization 

The  DoD  Spectmm  Management  Organization,  established  in  1997  by  Defense  Reform 
Initiative  Directive  31  (DRED  31),  is  generally  working  well,  although  adjustments  are 
needed  to  bring  the  organization  in  line  with  new  spectrum  management  needs,  The 
present  organization  is  broadly  split  into  policy,  strategy,  and  frequency  management 
portions. 


In  line  with  the  importance  of  spectrum  in  achieving  the  information  dominance  called 
for  in  JV2020,  DoD  must  raise  leadership  consciousness  of  spectrum  policy  issues  and  its 
ability  to  negotiate  for  needed  spectrum  resources  on  both  national  and  international 
levels.  The  Spectrum  Management  Directorate  in  Assistant  Secretary  of  Defense  for 
Command,  Control,  Computers,  and  Intelligence  (ASD/C3I)  acts  as  DoD  s  spectrum 
management  focal  point  and  authority  for  national  and  international  (ITU  and  NATO) 
policy,  planning,  and  oversight.  The  Directorate  oversees  the  DoD  Electromagnetic 
Compatibility  Program  (EMCP),  develops  policy  to  support  DoD  spectrum  requirements, 
provides  spectrum  management  policy  guidance  to  the  Office  of  Spectrum  Analysis  and 
Management  (OSAM),  the  Services,  and  the  Joint  Spectrum  Center  (JSC),  and 
communicates  and  coordinates  with  OSAM,  Services  Spectrum  Management  Offices 
(SMO),  the  Joint  Staff,  and  the  JSC  on  national  and  international  spectrum  matters.  The 
current  position  of  the  Directorate  in  the  DoD  hierarchy  is  lower  than  the  importance  of 
the  spectrum  issue  merits.  The  Directorate  should  be  raised  one  level  in  the  organization 
to  report  directly  to  the  ASD/C3I.  Additionally,  it  must  be  adequately  staffed  to  deal 
with  overall  policy,  international  negotiations,  resources,  and  acquisition. 

The  OSAM  and  the  JSC  are  the  two  elements  of  DoD’s  spectrum  management  strategy 
organization.  These  organizations  maintain  essential  information  and  technical  tools 
required  to  manage  DoD’s  spectrum  needs,  both  nationally  and  internationally,  and  are 
charged  with  understanding  and  coordinating  current  and  future  spectrum  needs 
throughout  the  Department.  Effective  strategy  is  essential  to  manage  inherently  joint 
aspects  of  spectrum  and  to  plan  future  spectrum  needs  and  uses.  Currently,  the  spectrum 
strategy  organization  resides  in  Defense  Information  Systems  Agency  (DISA),  an 
organization  principally  concerned  with  management  of  telecommunications  and 
information  systems. 

Spectrum  is  a  critical  element  of  military  operational  electronic  architecture.  Spectrum 
considerations  must  be  integral  parts  of  the  overall  battle  space  communications, 
intelligence,  and  sensing  architecture.  As  such,  management  of  spectrum  needs 
assessment,  strategy,  and  operational  support  should  be  assigned  to  the  focus  of  the 
overall  operational  information  architecture.  It  is  unclear  to  the  Task  Force  where 
responsibility  for  the  operational  architecture  now  resides.  Ultimately,  serious 
information  warfare  will  require  an  Information  Operations  Commander  in  Chief 
(CINC),  with  responsibility  for  overall  operational  system  architecture  as  well  as  war 
fighter  support.  The  1999  assignment  of  the  Joint  Task  Force  for  Computer  Network 
Defense  to  U.S.  Space  Command  (USSPACECOM)  and  the  recommendation  of  the 
Defense  Science  Board  Task  Force  on  Tactical  Battlefield  Communications  that 
responsibility  for  the  architecture  of  the  future  battlefield  information  system  be  assigned 
to  U.S.  Space  Command,  are  strong  indications  that  U.S.  Space  Command  is  evolving 
into  DoD’s  Information  Operations  Command.  If  the  Uniform  Command  Plan  continues 
in  this  direction.  United  States  Space  Command  will  evolve  into  “United  States 
Information  Command  (USINFOCOM)”  -  the  logical  home  for  spectrum  strategy  and 
responsibility  for  both  OSAM  and  the  Joint  Spectrum  Center. 


Co-location  of  the  leadership  of  the  three  Service  Spectrum  Management  Offices  and 
OSAM  is  critical  in  resolving  important  joint  frequency  management  issues  between 
these  organizations.  This  practice  should  continue. 

The  three  Service  Spectrum  Management  Offices  appear  to  be  effective  in  coordinating 
and  assigning  spectrum  to  meet  Service  operational  needs. 


New  System  Certification 

New  systems  require  spectrum  to  operate  and  must  be  qualified  before  they  can  be 
deployed.  Current  DoD  5000  series  regulations  call  for  coordination  of  spectrum  during 
the  development  of  new  systems  however,  this  important  step  occurs  late  in  the  system 
development  process  and  are  often  skipped.  Enforcement  of  these  regulations  is 
nonexistent.  As  a  result,  some  new  systems  have  been  unusable,  particularly  in 
international  deployments  such  as  Kosovo  (e.g.,  E-TCAS  and  Global  Hawk). 
Additionally,  the  advent  of  software  programmable  radios  and  radars,  such  as  Joint 
Tactical  Radio  System  (JTRS)  and  the  F-22  radar,  does  not  fit  established  qualification 
procedures,  in  that  both  operating  frequencies  and  waveforms  are  programmable  by  the 
operator  or  an  automatic  system.  They  also  pose  major  international  deployment 
problems.  The  electromagnetic  environmental  effects  (E^)  implications  of  such  systems 
are  not  yet  well  understood. 

DoD  must  rigorously  enforce  existing  spectrum  coordination  regulations  for  systems 
being  developed  and  modified.  Spectrum  coordination  should  start  early  in  the  system 
development  process  and  continue  through  to  operational  test  and  evaluation.  Both  U.S. 
and  international  coordination  must  be  undertaken.  The  Defense  Acquisition  Board 
(DAB)  should  include  spectrum  coordination  in  its  development  oversight  checklist,  and 
test  and  evaluation  should  not  begin  until  coordination  is  complete. 

The  qualification  process  must  be  reexamined  to  adapt  to  the  needs  of 
frequency/waveform-agile  equipment. 


Spectrum-Related  Research  and  Development 

Research  and  development  of  spectrum  usage  technology  underway  in  the  commercial 
sector  is  tightly  focused  on  commercial  product  needs.  The  DoD  must  take  the  lead  in 
developing  and  evaluating  new  techniques  for  efficient  spectrum  use  such  as  spectrum¬ 
sharing,  dynamic  allocation,  spectrum-smart,  cognitive  radios,  and  spectrum  “sniffing.” 


Test  and  Evaluation 

Test  and  evaluation  and  training  facilities  present  special  problems  in  spectrum 
management.  Both  test  and  evaluation  and  training  require  war-like  access  to  spectrum 


under  the  “train  as  you  fight”  and  “test  as  you  use”  doctrines.  Currently,  the  spectrum 
available  for  telemetry  and  instrumentation  is  inadequate  to  support  the  pace  of  activities 
in  crowded  areas  such  as  the  southern  California,  Arizona,  and  Nevada  test  and  training 
complex. 

DoD  should  accelerate  technology  development  to  reduce  bandwidth  needed  for  control 
and  instrumentation  of  test  and  evaluation.  Additionally,  the  DoD  should  seek  spectrum 
consistent  with  increased  instrumentation  and  test  complexity  for  test  and  evaluation  and 
training  facilities. 


Spectrum  Management  Expertise 

Spectrum  management  is,  by  its  very  nature,  an  arcane  undertaking.  The  community  of 
DoD  spectrum  and  frequency  managers  is  small  (roughly  150  government  employees  and 
military  worldwide  supplemented  by  a  larger  force  of  contract  personnel).  However,  the 
small  numbers  of  participants,  and  the  behind-the-scenes  nature  of  the  activity,  belie  its 
importance  to  the  success  of  DoD  operations. 

DoD  should  examine  its  spectrum  professional  training  capability  to  ensure  that  adequate, 
competent  personnel  are  available  to  manage  and  carry  out  this  essential  activity. 
Further,  training  of  acquisition  personnel  likely  to  become  engaged  in  system  acquisition 
should  include  mandatory  “spectrum  literacy”  exposure  during  training  courses  such  as 
those  offered  by  Industrial  College  of  the  Armed  Forces  (ICAF). 


The  following  sections  of  this  report  develop,  in  detail,  the  Task  Force’s  findings  and 
recommendations  for  each  of  the  considerations  summarized  above.  Coping  with  Change 
is  presented  in  the  form  of  an  annotated  briefing,  with  presentation  charts  facing 
supporting  text.  Following  a  background  section  (slides  2-14),  the  Task  Force’s  findings, 
conclusions,  and  recommendations  are  grouped  into  six  sections:  National  Spectrum 
Policy  (slides  15-19),  DoD  Policy,  Strategy,  and  Tactics  (slides  20-28),  DoD  Spectrum 
Organization  (slides  29-33),  Spectrum  and  System  Development  (slides  34-38),  Spectrum 
Research  and  Development  (slides  39-40),  and  DoD  Special  Needs  (slides  41-46).  A 
brief  summary  concludes  this  report. 

Information  dominance  is  key  to  the  success  of  U.S.  military  operations  of  all  kinds; 
spectrum  access  is  indispensable  in  achieving  that  dominance.  Demands  for  spectrum  to 
handle  the  rapidly  increasing  information  demands  of  modem,  joint,  dispersed  forces  are 
escalating  rapidly.  Access  to  the  spectrum  resources  needed  to  achieve  the  goals  of 
JV2020  is  endangered  by  pressures  for  reassignments  to  other  nationally  important  uses 
and  by  antiquated  concepts  of  “spectrum.”  The  Task  Force  concludes  that  spectrum 
management  must  be  a  higher  profile  issue,  within  DoD  and  on  a  national  level;  and  the 
development  and  prosecution  of  DoD’s  spectrum  policy  and  strategies  must  be  more 
actively  managed  to  account  for  the  changing  spectrum  management  environment. 
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-  Similar  to  the  United  States  Trade  Representative 
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where  DoD  has  unique  requirements 

Spectrum  Certification  is  as  an  Essential  Element  of  System  Development 
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Justify  frequency  use,  determine  what  to  scrap 

Understand  implications  of  moves  to  new  parts  of  the  Spectrum  as  a  result  of  reallocation 
Provide  data  for  simulation/modeling  tools  for  E^,  deployment  coordination 
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Summary  of  Recommendations;  continued 

mpower  DoD’s  Spectrum  Organization 
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day-to-day  mission  planning  and  tactical  operations 

-  Service  SMOs  should  continue  to  be  physically  located  with  OSAM  to  enhance 
joint  coordination 
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ihasize  Snectrum  Planning  during  System 
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Required  Curriculum  for  all  Acquisition  Executive  Training 

-  Require  that  Program  Management  trainees  become  “Spectrum  Literate”  during  their 
Professional  Military  Education  (e.g.,  ICAF,  DSMC) 
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Organization  to  Assure  that  Spectrum  Access  does  not  Limit  its 
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technology,  and  organization  to  ensure  that  spectrum  access  does  not 
DoD’s  own  spectrum  needs  are  growing  rapidly  as  new,  limit  its  military  options.  DoD  must  get  ahead  of  spectrum  change 

“smart”  RF  technologies  are  applied  in  new  systems.  in  order  to  prevail. 

Sensor,  communication,  radar,  and  positioning  systems  are 


Spectrum  Access  is  Essential  for  Military  Operations 
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Rapid  growth  in  public  demand  for  broadband  wireless 
electronics  is  creating  new  private  sector  demands  for 
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Military  Spectrum  Requirements  are  Growing 
Rapidly 
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Evaluation  should  approximate  Combat  Needs 

Some  Allocations  reflect  Unique  DoD  Needs  (e.g., 
propagation,  radar  signatures,  foliage  penetration) 
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DoD  Information  Requirements  are  Growing 

Exponentially^ 
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Sources:*  C4ISR  Mission  Assessment  (CMA)  Study  - 1997  -  ASD  (C4I)/J6  -  Study  Director: 
Richard  L.  Mosier, 

**  JASON  Giobal  Grid  Study  - 1 992  ***  JCS/J6 

^  after  DSB  Report,  Tactical  Battlefield  Communications,  1999 
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rnmmunications.  Office  of  the  Under  Secretary  of  Defense  for  Acquisition, 
Technology  &  Logistics,  February  2000. 

'*  Federal  Radar  Spectrum  Requirements,  US  Department  of  Commerce, 
NTIA  Special  Publication  00-40,  May  2000. 


Af  thp  Same  Time.  Private  Sector  Spectrum  Pressures 


•  Wireless  communication  infrastructures  are  much  less 
At  the  Same  Time.  Private  Sector  Spectrum  Pressures  Mount  expensive  to  install  than  wired  networks.  Developing 

nations  (e.g.,  India)  have  chosen 

Private  sector  spectrum  demands  are  growing  even  more  rapidly 

than  military  needs.  •  Substantial  wireless  national  communication  grids  to 
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US  Spectrum  Management  -  Background 
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DoD  manages  Spectrum  in  accordance  with  these  Principles 


TJ.S.  Spectrum  Management  Background  ^  r  „  .  r 

- - -  The  U.S.  government  uses  the  same  paradigm  for  allocation  or 

U.S.  spectrum  management  practices  originated  with  the  spectrum  assigned  to  government  users,  although  spectrum  for 

Communications  Act  of  1934,  which  established  a  schism  government  use  (including  DoD)  is  allocated  by  a  separate 

1 _ 4....^^^  anH  nrivnte.  se.f;tnr/  nublic  safetv  Organization  —  now  the  NXIA  in  the  Department  of  Commerce. 
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Today’s  Spectrum  Management  Environment  is  Evolvin 
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-  Cold  War  hegemony  gone;  strong  regional  allocation  differences  have  arisen 

DoD  Spectrum  Demand  is  Growing  Rapidly 

-  Satcom  up  500%  by  2010;  other  requirements  up  significantly 
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Spectrum  Allocation  is  Often  Thought  to  be  One-Dimensional 


Spectrum  Allocation  is  Often  Thought  to  be  One-Dimensional 
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National  Telecommunications  and  Information  Administration, 
/ww.ntia.doc.gQv/osmhome/allochait.html 


The  Spectrum  Resource  has  Four  Diinensions: 
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The  Spectrum  Resource  Has  Four  Dimensions 
(cont’d); 


lectrum  management  involves  balancing  four  factors:  operatin 
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The  Notion  of  “Spectrum”  is  Changin 
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technology  and  systems  -  DoD  already  a  major  common  carrier  user 

Private  and  public  demands  for  spectrum  may  force  sharing  in  hotly 
contested  bands 
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can  proceed.  The  pressures  of  increased  OPTEMPO,  and 
differing  spectrum  allocations  abroad  place  a  premium  on 
frequency  agility  for  operational  systems  to  adapt  to 
foreign  spectrum  environments. 
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Efficient  Technologies 

Support  Solutions  to  DoD  Unique  Needs 


DoD’s  Practices  Must  Reflect  the  Realities  of  21'*  Century 

Soectrum  Manaeement  4.  DoD  must  ensure  that  its  new  and  upgraded  systems  use  RF 

spectrum  in  ways  that  do  not  interfere  with  other  systems, 


I  « 

^  Cu 

t/3 


T3  £ 
O 

C  tO) 

S  ^ 
g  c 


^  c/5 

c  ^  ^ 
B  o' M 


c 

C 

(D 

<-* 

o 
•  ^ 

s 

<D 

cd 

bO 

cd 

P 

a 

> 

(U 

oS  '5  ^  §4- 

‘S  I  “  S' 

(D  ^  C  dO  cd 

o  3  -r;  ^ 

1 «  I  I 

S.  2  o  o  Q  ^ 

e  o  s  o  « 

•ro  ^ 

•s  5  ii  S  O  s 
c  °  1 1  :: 

>  s  a  s  s  i 

^  o  ?  ^  I  c 
o  § 's  §  2 

y5  ^  2  ^ 

^  ^  I  §  a-2 

^  =  S  -B  “  s 

9  E  S  S  o  8 

■g  n  “  C  -S 

C  O  .3  c3  o  o 

K,  bC  <1 

«  2  ST  c  o  a. 

B  2  -i  e  _ 

.22  S  ^  (SO  E 
_  tS  -c  P  c  8 
S  ^  ■S  &  -s  2 

Hm  .22  c  (U 

o  ^  I  S  “  n 

I'll  I 

c/}  X)  Xi  cd  ±:  C 


(/3  (L> 

8  ^ 
C  (U 
cd  bO 

«  3 

«  3 

«  § 
j= 


"5 

0^  4>> 

.<o 


•S  “ 

3  .2  ' 

(D  bO  . 


p  ^ 

S  g 

cu 

o 

^  <u 
o  >  . 
Cu  ^ 

'  o  , 

CO  ,<u 

2  t: 

w  (O 


o  , 
c/i  § 
P  8  ' 

-3 

_  cd 

°  ^ 
^  .B 

(U  rg 

Q  S 


g  CO 

T3  w 
-  Cd 

o  c/5 

*5 

O  9 

3  c 

C3 


CO  O  t1 

.ts  o-  8 

O  ^  CO 

^.2  O 

.P  CO  ^ 

'rt  cd  >> 
c  -O  ^ 
(D  rzS 

2  *5 

^ 

£  bO  > 

P  c 

S  3  2 

3  I  S 

,o  «  c 
«  8  “ 

.S  c  2 

cd  P  •£ 
bO  ^  ^ 
^  cd  CO 
to  x:  o 
D  *p 

SO)  u 

CO  cd 

Q  ^  " 
y  ^3  T3 
c  c 

Q  cd  Cd 


c«  c 

S' .2 

u  o 


c  ^ 

CO  cd  C  CO 
13  4^  .  P 

T3  T3  C/i  TJ 
C  c  C 
^  cd  H-'  cd 


DoD  must  organize  to  implement  its  spectrum  policies, 
strategies,  and  tactics  effectively  by  raising  policy 
considerations  in  the  DoD  leadership  hierarchy  and  moving 
strategy  and  tactics  as  close  to  the  warfighter  as  possible. 
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Head  of  Delegation  to  the  World  Radio  Conference  is  a  short-term 
appointment  who  does  not  participate  in  many  preparatory 
deliberations 
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Raiford,  Cindy,  “United  States  Domestic  Preparatory  Process  for  the 
International  Telecommunications  Union  (ITU)  World  Radio  Conferences 
(WRCs),”  unpublished  manuscript,  April  1998. 


US  Government  Spectrum  Management  Structure 
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reduce  the  national  debt  and  promote  economic  growth 
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National  Spectrum  Policy  -  Recommendations 


National  Spectrum  Policy  -  Recommendations  negotiations.*'*  This  concept  is  similar  to  the  U.S.  Trade 

Representative,  a  position  well  supported  by  U.S.  industry. 

T  nnV  nf  a  T  I  S  national  soectrum  oolicv  focus  is  detrimental  to  the 
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development  cycle. 
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Today’s  DoD  Spectrum  Tactics .  Findings  The  tactical  level  is  where  many  operational  spectrum  problems 

are  confronted  and  resolved.  To  quote  one  briefer,  “In  the 

9?  17 

DoD’s  spectrum  policy  and  strategic  activities  are  currently  absence  of  strategy,  we  have  great  tactics.” 

centralized  in  the  ASD/C3I  Spectrum  Management  Directorate, 
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'*  Raidford,  Cindy  quoted  in  “DoD  Successfully  Defends  Global  positioning 
System  (GPS)  Spectrum  at  World  Radio  Conference,”  June  23,  2000. 
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At  the  same  time,  DoD  must  be  able  to  demonstrate  that  it  is 
an  efficient  spectrum  user.  Spectrum  reuse  is  one  element  of 
efficient  use.  This  may  require  sharing  spectrum  among  military 
systems  and  between  military  and  commercial  services.  DoD 
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“Re-Mine”  Spectrum  -  Scrap  Legacy  Systems  of  Marginal  Utility  that  are 
Inefficient  Spectrum  Users 
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emphasis  is  on  meeting  separate  berviee  neeas.  roncy  anu 
strategy  leaders  should  work  closely  with  the  Service  spectrum 
managers  to  ensure  the  best  use  of  this  joint  asset,  encouraging 
sharing  among  the  Services. 
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Understand  implications  of  moves  to  new  parts  of  the  Spectrum  as  a  result  of  reallocation 
Provide  data  for  simulation/modeling  tools  for  E^  deployment  coordination 


The  inventory  of  spectrum-using  equipment  should  identify 
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DoD  Spectrum  Tactics  -  Recommendations 

The  ASD/C3I  should  insist  that  use  of  spectrum  by  new  and 
upgraded  systems  be  considered  throughout  the  development 
process.  Spectrum  conservation  and  use  efficiency  should  be 
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Raidford.  Cindy  quoted  in  “DoD  Successfully  Defends  GPS  Spectrum  at 
World  Radio  Conference,”  June  23, 2000. 
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Don  Organization  -  Findings  The  co-location  of  OSAM  and  the  SMOs  is  effective  in 

coordinating  strategic  and  tactical  spectrum  activities. 

Spectrum  is  a  critical  element  in  the  overall  military  operational 
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“  “Uniform  Command  Plan  Changes  Announced.”  American  Forces  Press 
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Spectrum  and  System  Development  ■  Conclusions 

The  Task  Force  concludes  that  program  managers  must  follow 
DoD’s  spectrum  and  certification  practices  more  closely. 
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Spectrum  and  System  Development  •  Recommendations 

The  Under  Secretary  of  Defense  for  Acquisition,  Technology 
and  Logistics  should  ensure  that  acquisition  activities  support 
the  following  objectives: 


I 


o  ^ 

01 
U 

pfi 
CC  ^ 

—  a>  C 

5^  cs  o 

“  s 

<0  Vi  ^ 


3  <D 

e  -s 

(U  5 


0> 


S  00  2  ^ 

p  t3  J5  t- 


:3  d 

EO 

CD  o>  'O 
g  CL  2 

P-I  o 

c« 

C  ^  ^  jr 

(D  c/3  .5  .O 

D  C5  W  ^ 

^  S  H  g  2 

u  1  ^  «  g 

c  S-  ^  i  S! 

s  s 

^  J-<  " 

(D  w  ^  ^  fli 

f  Is 

3  2 

S 

U 

.o 


a  S 

OJ  § 

u  ^ 

CA 

u  ^ 
§  ^ 


(D 

x: 


^  S 

-  (u  2  .2 

G  ^  ;x  ,y  u 

o  cc  r;:  iS 

Q  E  g  ^ 


a> 

a 


— 

fl  a 

1  « 

a 

HH  ^ 

H  ca 

^  .s 

r  r 

U  u 

■<r!  ® 
S  © 

B 

flj 

^  c2 

^  2 

.ti 

•s  o 
!> 

S3  jh 

.2  ^ 

■5  ^ 

a  © 

3  Z 

a  Sh 
©  © 
o  ^ 

fl  ^ 

•©  0^ 

Q 

2  •' 

§  u 

Q  ^ 

o  ^ 

Q  5 


0^  QJU 

S  © 

*2  «  © 
^  Jh  S3 
</3  C^  p£S 

S3  ^ 

2*2  © 
Cm  H 

C/5  5 

.2i  ^  3g 
.t3  o  c« 

'S  ^ 

5?  ^ 

©  ^  ^ 
'S  ^  'S 

I «  2 

B  ^  3 
3  S  M 


.>->  w 

5a  .© 
'S 
u  Pi 


©  © 
OX)  OX) 
r/^  S3 

S  s 

s 

©  *X3 

^  U 

■M 

©  © 

© 

/X 

Q  © 

©  ^ 

Q^  •M 

T) 


-5  “ 

CO  © 
U  -r 

3  fcM 

§)  5 

®  'S 

9  ^ 

©  © 

O  H 

^  fl 
©  OX) 
cc  ^ 

©  ^ 
PM  © 

pO  > 
©  © 

S  5« 

A  a 

2  S)X) 

OX)  ’© 

©  ^ 
u  © 

PL|  plH 


Spectrum  and  System  Development  •  Recommendations 


T3  C  JT 

1 

I  -s  u 

I 

tio  ®  a> 

Q  5 

I  ^  ^ 

^  So  ^ 

I  c  h 
I  o  3J 

[  c/>  cd  C 

U  tm  o  JJ 

<=  >-  s 

^  ^  L- 


^  o 

c/3  p  2i 

2  a  5 

♦-•c/3  — 

ClO 

M'G  .-tt 

•S  c  ^ 

O  <L> 

42  ^  I 

•-  1*1 

4i  ^  .3 

Cm  C3  m’ 

o  tDJo  5 

C3  ^  W 


Cm 

o  o 

1  “ 
oo 

2B 


^  pfi 

^  w)  2 
g5  S  3 
•c  “'S 

H  3  >2 

?  .S  e 


^  ^  M  M  g 

I  «  I  i 

(D  P  O  C 

c/3  H  cj  C 

.2  ^  ^ 

•7-4  3  '“^  40  ^ 

P  00  M  2* 

Ci  ^  (1)  O 

M  g,X3  cK  WD 

ii  §  X)  s  . 

^  43  «i  ^  c/3 

c  «  ‘S  •"  U> 

fa  2  n  ^ 

H  *5  i-3  O  i- 


«3 

(D 

'p 

c/3 

i 

Xi 

M 

C/3 

i 

3 

0 

Cm 

P 

p 

0 

P 

c 

0 

3 

0 

00 

4— > 

‘3 

CA 

C 

p 

p 

3 

00 

u 

£ 

>> 

£ 

Im 

p 

&•-  § 

P  52 


O  .fl 

^  X 


g  £  'S  ^ 

^  S  §  -ss  'S 

P  P  ^  25  ® 

I as 

^  a « (u  Q 

|l 

2  i  a  S  _; 


"O  cu  3 
«  <u  cr 

o  Q  .  ■ 

O.  u  c/3  ' 

ai-3 

3  r;; 

Oi  Cfl  4-* 

OO  C3 

^3  *C  'P 


■g 

0 

s 

u 

W) 

M 

D4 

» 

T3 

0 

p 

2 

w 

ci: 

U 

0 

4-» 

X 

M 

P 

0 

'P 

3 

3 

pSJ 

3 

p 

£ 

c 

Cm 

0 

T3 

0 

u 

0 

"S- 

3 

0 

‘3 

M 

QO 

c/3 

P 

3 

C/) 

c/5 

00 

0 

0 

00 

Mi 

3 

>% 

X 

00 

00 

0 

0 

M 

u 

TO 

P 

3 

§ 

*4—1 

p 

t-4 

X 

3 

W) 

p2 

M 

P 

X 

X 

p 

a 

Cm 

A 

s 

fi 

'p 

3 

0 

4-> 

C/J 

0 

•3 

P 

C/3 

00 

CI4 

0 

*> 

M 

P 

C/3 

E 

X 

"o 

3 

JC 

3 

0 

4— » 

p 

-2 

’E 

M 

u 

’4— » 
P 

c 

c/3 

P 

S 

00 

> 

p 

'P 

00 

X 

3 

P 

.2 

'u 

CO 

00 

M 

0 

4-^> 

3 

P 

00 

M 

*E 

u 

0£ 

0 

u 

a 

C 
00 
4— > 

►S 

0 

*3 

00 

c/3 

X 

0 

4— » 

‘> 

'0 

s 

00 

&£ 

P 

new 

able 

Uh 

0 

0 

0 

2  ^ 

2  "O 

P  fl) 
W)  ^ 
04 
c/3  P 
40  P 


Spectrum  Research  and  Development  -  Findings 


s 

h 

a  ? 

CZ5  is 

S  ^ 
0^ 


S  .s 


a 

d 


jd  o 
as  ‘rt 

S  ^ 

s  ® 

03  dS 

W)  ^ 

© 


u 

a 

u 

CA 

C3 

© 


S 

a 

s 

o 

PLh 
fl 

o 
-  fi 

fl 


a> 

C3 


a> 


a 

S  S 

S  tn 

.£«>  a 

c/} 
c;/3 


a> 

I/] 

0) 

u 

^  Pu 

fl  2 
0^  o 
•»-< 

u 


P^ 


S  » 

5  c 


0£ 
fl 
sd 

§  - 
5  fl 

^  c/5 

Q  ^ 


s 

s 

a> 

&£ 

d 

fl 

03 


U 

© 
3> 

0 

O' 

U 

cS5  fe 
O  o 
C/5  -a 

0  C3 
-0 

0  Q 

-rt 

•s  ^ 
^  0 
0Q  0 
O  r. 
d!  WD 

I  -S 

u  « 

^  P0 

H  c/5 

s  s 

0^  a 

(/j  i 

o 

c/5  © 
^  C/5 

©  PN 

fl  ^ 

s  ® 

CQ 

>  T3 

'd  0 

^  0^ 


s 

0 

U 

© 

3^ 

Oh 

C/5 


CA 

a> 

0 

CA 

CA 


0 

U 

0 

P0 

o 

H 

ei-i 

O 

CA 

'd 

0 

2 

o 

H 

3^ 

(A 

2  •• 

Jmt  'M 

0 

^  s 
s  s 
s  ^ 

.£f  a 

«  5 
<!  S 


0 

<U 

s 

<u 

W) 

CCS 

§ 


o 

<D 

Ph 

CO 

(U 

Vh 

p 

-(-J 

tp 

O*  . 

(/3  b 

.2a  cE 

g"  -p 

^  D 
P. 

13 

> 

_  <C) 

bO 

•5  ^ 

■*— I 

c 

CCS 

o 


o 

p 

O 

(D 


(Z3 

•  ?>H 

X 

<D 


a 

& 


c/3 

<D 


GC 

<D 

• 

W) 

'o 

p 

o 

0) 


o 

ffi  ^ 

1  I 


© 

a 

p^ 

0 

© 

S 

3i> 

0D 

0 

0 

0 


B 

0 

U 

CJ 

3^ 

Pm 

c/5 


0 

3> 

s 

Pm 

> 

3^ 

Q 

'd 

0 

0 

.0 

U 

u 

0 

a> 

CA 

3> 


Technologies  is  not  Commonly  Pursued  Outside  DoD 


Inserting  new  technology  into  RF  systems  presents  unknown 
problems  for  spectrum  managers.  Real-time,  dynamic  frequency 
assignment  under  control  of  spectrum  “sniffers”  is  particularly 
troublesome  because  these  systems  can  interfere  with  fixed 
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spectrum  issues  should  be  addressed  in  the  Director  of 
Defense  Research  and  Engineering’s  (DDR&E)  annual 
Research  and  Development  (R&D)  plan. 
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Instrumentation  /  telemetry  of  multiple  evaluations  per  test  to 
reduce  number  of  test  runs 


DnO  Sneciai  Nesdsi  T&E  •  Findinss  Some  signals  (such  as  EW  emissions)  can  interfere  with  private 

sector  services  and  other  military  systems  in  areas  in  the  vicinity 

DoD’s  test  ranges  pose  special  problems  to  spectrum  managers.  of  the  test  range. 

High-altitude  tests,  even  in  isolated  parts  of  the  country,  produce 

sienals  that  affect  large  areas,  almost  always  including  major  Test  and  evaluation  spectrum  needs,  like  those  of  the  rest  of  DoD, 
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The  Director,  Operational  Test  and  Evaluation  (DOT&E) 
should  see  that: 
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Findings  and  Recommendations  -  Operational 
Force  Training 
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realistically  mimic  EW  effects  without  radiating 
interfering  signals 


DoD  Special  Needs;  Operational  Force  Training 

Like  test  and  evaluation,  operational  force  training  exercises  have 
large  spectrum  requirements.  Requirements  for  both  red  and  blue 
forces  as  well  as  bandwidth  for  telemetry,  monitoring  and  training 
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DoD  Special  Needs:  Staff  and  Awareness  -  Findings 
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DoD  Special  Needs:  Staff  and  Awareness  -  Recommendations 
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Acquisition  Executive  Training 

-  Require  that  Program  Management  trainees  become  “Spectrum  Literate 
during  their  Professional  Military  Education  (e.g.,  ICAF,  DSMC) 


To  ensure  sufficient  numbers  of  frequency  managers  for  operating 
units,  and  to  feed  the  pool  of  spectrum  management  professionals 
needed  by  the  Department,  each  Service  should  have  frequency 
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DoD  must  Improve  Spectrum  Literacy  of  its  Acquisition  / 
Program  Leaders 
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Appendix  A 
Terms  of  Reference 


OFFICE  OF  THE  SECRETARY  OF  DEFENSE 

3140  DEFENSE  PENTAGON 
WASHINGTON.  DC  20301*3140 

SEP  2  4  1999 


DEFENSE  SCIENCE 
BOARD 

MEMORANDUM  FOR  CHAIRMAN,  DEFENSE  SCIENCE  BOARD 

SUBJECT:  Terms  of  Reference-Defense  Science  Board  Task  Force  on 
DoD  Frequency  Spectrum  Issues 

You  are  requested  to  form  a  Defense  Science  Board  (DSB)  Task  Force  to  examine  the 
competing  interest  in,  and  access  to,  the  RF  frequency  spectrurn  and  its  impact  on  rnilitary 
readiness  and  national  security  in  the  21  century.  This  study  will  review  and  evaluate  Do 
user  frequency  sj^rum  requirements  and  related  advances  in  technology  to  improve 
utilization  of  this  finite  resource. 


Tasks  to  be  Accomplished: 

The  DoD  Frequency  Spectrum  Issues  Task  Force  will  determine: 

•  Adequacy  of  DoD's  vision  for  frequency  spectrum. 

•  Adequacy  of  DoD’s  strategy  for  exploitation  of  commercial  and  unique  technologies 
impacting  frequency  opportunities. 

•  Adequacy  of  forecasted  warfighter  spectrum  requirements  for  JV2010. 

•  Adequacy  of  DoD’s  processes  for  spectrum  management: 

•  Requirements,  identification  and  allocation 

•  Certification  and  Electromagnetic  Environmental  Effects  (E3) 

•  National/I  ntemational  participation 

•  US  policy  and  conflict  resolution 

.  Impacts  of  national  policy/statutory  requirements  on  DoD  spectrum: 

•  Worldwide  deployment,  training  and  range  operations 

•  Space  based  systems 

•  Battlefield  constraints 


The  study  will  be  sponsored  by  the  Under  Secretary  of  Defense  (Acquisition  and 
Technology),  the  Senior  Civilian  Official  for  ASD/C31  and  JCS/J-6.  Dr.  William  Howard  wi^^^ 
serve  as  the  Task  Force  Chairman,  Ms.  Renae  Davis  will  serve  as  the  Execuhve  Secretary  and 
Maj  Tony  Yang,  USAF,  will  serve  as  the  Defense  Science  Board  Secretanat  Representative. 


The  Task  Force  will  be  operated  in  accordance  with  the  provisions  of  P.L.  92-463,  the 
“Federal  Advisory  Committee  Act,”  and  DoD  Directive  5104.5,  “DoD  Federal  Advisory 
Committee  Management  Program.”  It  is  not  anticipated  that  this  Task  Force  wiil  need  to  go  into 
any  “particular  matters”  within  the  meaning  of  Section  208  of  Title  1 8,  United  States  Code,  nor 
will  it  cause  any  member  to  be  placed  in  the  position  of  acting  as  a  procurement  official. 


Terms  of  References  Map 


Terms  of  Reference  Item 

Adequacy  of  DoD’s  frequency  spectrum  vision 

Adequacy  of  DoD’s  strategy  for  exploiting 
commercial  and  unique  technologies  impacting 
frequency  opportunities 

Adequacy  of  forecasted  Avarfighter  spectrum 
requirements  for  JV2020 

Adequacy  of  DoD’s  processes  for  spectrum 
management 

Requirements,  identification,  allocation 
Certification  and  electromagnetic  effects  (E3) 

National/Intemational  participation 

US  policy  and  conflict  resolution 

Impacts  of  national  policy/statutory  requirements 
on  DoD  spectrum 

Worldwide  deployment,  training,  and  range 
operations 

Space-based  systems 
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Battlefield  constraints 
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Task  Force  Members 


Defense  Science  Board  Task  Force 
On  Frequency  Spectrum  Issues 

Task  Force  Members 


Chairman: 

Dr.  Bill  Howard 

Panel  Membership: 

Dr.  Reza  Eftekari 

Mr.  Jim  Evatt 

Dr.  Mike  Frankel 

Hon.  Noel  Longuemare 

Mr.  Travis  Marshall 

Prof.  Gary  Minden 

Gen  Carl  O’Berry,  USAF  (Ret) 

Mr.  John  Stewart 
Mr.  Owen  Wormser 

Exec.  Secretary 

Ms.  Renae  Carter,  OSAM 

Advisors: 

Col  Mike  Acres,  USAF,  AFFMA 
Mr.  Joe  Capps,  ASM  USA-CESO 
Ms.  Rebecca  Cowen-Hirsch,  OSAM 
LTCOL  Tom  Groff,  USAF,  AFFMA 
Mr.  Frank  Holdemess,  OSAM 
Mr.  Scott  Hoschar,  NAVEMSCEN 
Mr.  Bruce  Swearingen,  NAVEMSCEN 
Mr.  Rick  Larson,  JSC 
CAPT  Chauncey  Mitchell,  USN,  J-6 
Mr.  Nelson  Pollack,  AFFMA 
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CAPT  Doug  Swoish,  USN,  J-6 
Mr.  Tom  Trimmer,  ASM  USA-CESO 
Col  Joe  Yavorsky,  USA,  JSC 

DSB  Support: 

LtCol  Tony  Yang 

Support  Staff: 

Richard  Balzano,  SAIC 
Donna  Preski,  SAIC 
Allison  Troutman,  SAIC 


Appendix  C 

Task  Force  Meetings  and  Briefs 


Meeting  Dates 


Briefs 


October  13, 1999: 

November  9-10, 1999: 


December  10-11, 1999 

January  20-21, 2000 


February  24, 2000 

March  29-30, 2000 

April  20, 2000 
May  22, 2000 


JCS/J6  -  Gen.  M.  Quagliotti 
OSAM/C3I  -  Mr.  Vic  Sparrow 
NTIA  -  Mr.  Karl  Nebbia 

Vision/Requirements  -  Mr.  Frank  Holdemess 

FCC  -  Mr.  Julius  Napp 

C3I  -  Mr.  Russ  Latimer 

MITRE  -  Mr.  Jim  Chadwick 

USAF  SAB  -  Dr.  Mike  Borky 

Nat’l  Spectrum  Managers  Association  -  Mr.  Chris  Hardy 
COMSEARCH  -  Mr.  Mark  Gibson 

Conference  Highlights/Overview  of  JSC  -  COL  Yavorsky 
Acquisition  Support  Program  -  Lt  Col  Orville  Earl 
JSC  Operations  -  CDR  Henry  Brus 
DoD  E3  Program  -  Mr.  Bill  Lenzi 
Databases/Tools/SM  Systems  -  Lt  Col  Paleczny 

Certification  Process/HNA  —  Mr.  Scott  Hoschar 

JTRS  -  COL  Michael  Cox 

SATCOM  -  Ms.  Rebecca  Cowen-Hirsch 

NSA  Condor  Program  -  Ms.  Anna  Entrichel 

FCC  -  Mr.  Dale  Hatfield 

Motorola  -  Mr.  Jerry  Harrison 

DARPA  -  Dr.  Mark  McHenry 

CFTEL  -  Ms.G.  Piedras 
NSC  OSTP  -  Lt  Col  Pimentel 
NRO  -  Col  Charles  Cornell 
NSSA  -  Col  Hagemeier 

ASD(C3I)SM  Directorate  -  Ms.  Joanne  Ferguson 
USSPACECOM  -  Mr.  Peter  Dayton 
DOT&E  -  Mr.  Coyle 
SAF/ST  -  Gen  Robert  Dickman 

Executive  Session 

AFC,  Mojave  Coordination  -  Mr.  Ray  Marler 


Appendix  D 
Acronyms 


AFCEA 


ASD/C3I 


AWACS 


CDMA 


CINC 


CESTCIS 

(Proposed) 


CINCSpace 

(Proposed) 


CMA 


CONUS 


DDR&E 


DEPSECDEF 


DISA 


Armed  Forces  Communication  &  Electronics  Association _ 

Assistant  Secretary  of  Defense  for  Command,  Control,  and 
Communications  _ 

Airborne  Warning  and  Control  System 

Command,  Control,  Communications,  and  Intelligence _ 

Command,  Control,  Communications,  Computers,  and  Intelligence 

Code  Division  Multiple  Access _ 

Code  of  Federal  Regulation _ _ 

Commander  in  Chief _ _ _ 

Commander  in  Chief  for  Information  Systems 

Commander  in  Chief  for  Space 


C4ISR  Mission  Assessment  _ 


Continental  United  States _ 

Commercial  Off  The  Shelf 


Defense  Acquisition  Board  _ 

Deputy  Assistant  Secretary  of  Defense  _ 


Director  of  Defense  Research  &  Engineering  _ 


Deputy  Secretary  of  Defense _ 

Defense  Information  Systems  Agency _ 

Department  of  Commerce _ _ 

Department  of  Defense  _ 


Department  of  Defense  Directive  _ 


Director,  Operational  Test  and  Evaluation _ 

Design  Review  Activity _ _ 

Defense  Reform  Initiative  Directive  31  _ 

Defense  Science  Board _ _ 

Defense  Science  Management  College _ 


Environmental  Electromagnetic  Effects _ 

Electronic  Counter  Measures 


ECCM 

Electronic  Counter  Counter  Measures 

EDRB 

Enhanced  Defense  Resource  Board 

EIA 

Electronics  Industry  Alliance 

EMCP 

Electromagnetic  Compatability  Program 

E-TCAS 

Enhanced  Tactical  Collision  Avoidance  System 

EW 

Electronic  Warfare 

FCC 

Federal  Communication  Commission 

FWA 

Fixed  Wireless  Access 

FY 

Fiscal  Year 

GDP 

Gross  Domestic  Product 

GPS 

Global  Positioning  System 

ICAF 

Industrial  College  of  the  Armed  Forces 

IMT 

International  Mobile  Telecommunications 

INFOCINC 

Commander  in  Chief  for  Information 

IRAC 

Interdepartment  Radio  Advisory  Committee 

ITU 

International  Telecommunication  Union 

JCS 

Joint  Chiefs  of  Staff 

JIER 

Joint  Information  Exchange  Requirements 

JOA 

Joint  Operational  Architecture 

JROC 

Joint  Requirements  Oversight  Council 

JSC 

Joint  Spectrum  Center 

JTRS 

Joint  Tactical  Radio  System 

JV  2010 

Joint  Vision  2010 

JV  2020 

Joint  Vision  2020 

MCEB 

Military  Communications  and  Electronics  Board 

MHz 

Mega  Hertz 

MTW 

Major  Theater  War 

NATO 

North  Atlantic  Treaty  Organization 

NTIA 

National  Telecommunication  and  Information  Administration 

OCONUS 

Outside  the  Continental  United  States 

OIPT 

Overarching  Integrated  Product  Team 

OIRP  (Proposed) 


0MB 


OPTEMPO 


OSAM 


OT&E 


PME 


R&D 


RADHAZ 


T&E 


TDMA 


UAV 

USD  (AT&L) 


USINFOCOM 

(Proposed) 


USSPACECOM 


USTR 


WRC 


WSRA 


Office  of  Information  Resource  Policy  _ 

Office  of  Management  and  Budget 

Operational  Tempo _ _ _ _ _ 

Office  of  Spectrum  Analysis  and  Management _ 

Operational  Test  and  Evaluation _ 

Professional  Military  Education _ _ 

Research  and  Development _ 

Radiological  Hazard _ 

Radio  Frequency _ _ 

Science  and  Technology  _ _ _ 

Service  Acquisition  Executive _ _ 

Secretary  of  Defense  _ _ _ 

Spectrum  Management  Office 

Test  and  Evaluation _ _ _ 

Time  Division  Multiple  Access 

Unmanned  Air  Vehicle _ _ _ _ _ 

Under  Secretary  of  Defense  for  Acquisition,  Technology,  and 
Logistics 

United  States  Information  Command 

United  States  Space  Command _ 

United  States  Trade  Representative _ 

World  Radiocommunications  Conference _ 

Warfighter  Spectrum  Requirements  Analysis _ 


